
Telecom ParisTech Trusted Computing Platform

Trusted Computing 
Platform

Appel à Projets Bilatéral JST-ANR "Sciences et 
Technologies de l'Information et de la 

Communication"

J-L Danger
N. Homma



Telecom ParisTech Trusted Computing Platform

Cryptographic Modules/Devices

www.jreast.co.jp

www.au.kddi.com

www.orse.or.jp

www.jp.playstation.com

www.sony.co.jp

www.sharp.co.jp
www.sony.co.jp

http://www.tv-anytime.org

� Cryptographic Cryptographic module is now a part of our daily lives

� Technical progress pushed secure semiconductor chips towards ubiquity

• consumer electronics, access control, service control, IP protection
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Side-Channel Attacks on Crypto Devices

� Cryptographic algorithms have traditionally been studied to 
withstand theoretical attacks

� However, when these algorithms are implemented on embedded
devices such as smartcards, many physical attacks become
possible (like SCA = Side-Channel Attacks).
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Power Analysis Attacks
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� Differential Power Analysis (DPA) on DES (Data Encryption
Standard) device
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Fault Attacks

� Non-invasive: power or clock perburbation

� Semi-invasive: (depackaging required ) laser attacks

� Invasive: complete reverse-engineering possible

Faulty results allow an attacker to gain information about the secrets from
the differential analysis faulty/correct ciphertext.
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TELECOM ParisTech
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� 188 professors and associate
professors

� 31 CNRS researchers

� 330 Phd students

� 6 professors/associate professors

� 1 CNRS researcher

� 2 engineers

� 8 Phd students

Complex digital systems team

Trusted
Computing
Platform



Telecom ParisTech Trusted Computing Platformpage 7

Target Devices

Custom
ASICs

FPGAs

Custom
FPGAs
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Attack Platform

FPGA 

EM probe

Differential probe
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Laser platform DPA/EMA platform
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Countermeasures
� Power/Electro-magnetic analysis : 

2 major principles
• Masking

� Randomize the power consumption

• Hiding
� Equalize the power consumption regardless of data
� Dual-Rail Precharge Logic (DPL)

� Fault Attacks:
• Redundancy, coding
• Fault detection

� But, no conclusive countermeasure and 
evaluation method

page 9
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Tohoku University
Computer Structures Laboratory

3 academic staffs, 1 PD researcher, 
25 students

Research topics:
� Platforms for SCA-related researches

� SASEBOs
� Crypto-LSIs with 130/90 nm CMOS technology

� Side-channel attacks and countermeasures
� SPA/SEMA/DPA/DEMA 
� Signal processing techniques for SCA
� Measurement techniques for SCA

� Design of cryptographic processors
� Scalable RSA processor architecture
� Error detection scheme
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� New evaluation platform for side-
channel attacks collaborated with 
AIST (2007-)

FPGA(Xilinx) 

FPGA(Altera)

ASIC

Side-channel Attack Standard Evaluation 
BOard: SASEBO

FPGA2: controllers

FPGA1:cryptographic 
modules

Measurement area
• Separated ground 

planes
• LDO regulator
• Optimized interfaces

Development of evaluation environments
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SASEBO project

SASEBOs were distributed to more than 60 companies, 
universities, and research institutes in the world.

http://www.aoki.ecei.tohoku.ac.jp/crypto/
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NIST (B�B�B�B� )
Virginia Tech. (B�B�B�B� )

CRI (B�B�B�B� )
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TELECOM Paris Tech
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QueenDDDDs Univ. belfast
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Worcester Polytechnic Institute(B�B�B�B� )
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� Collaboration between SASEBOs and custom LSIs
developed by Telecom ParisTech

� Cryptographic modules
� ISO/IEC 18033-3 standard block ciphers and RSA

� Distribution of Verilog-HDL codes on websites
� http://www.aoki.ecei.tohoku.ac.jp/crypto

Current collaboration:
Novel evaluation platforms
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� Availability of measurements is crucial for attacke rs

� Studied from near-field to far-field

Power/Communication cable

EM probing 
over module

Power/GND
Line

Nano-scale EM probing 
over unpacked LSI chip

Far field Near field

Antenna

Current collaboration:
EM measurement techniques
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� Cartography analysis of EM radiation
� Far EM analysis on asymmetric ciphers

Current collaboration:
Analysis theory/experiment
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ANR-JST Proposal

� "Embedded System Security Evaluation against
Physical Attacks"

• High/low-level security simulators
• Evaluation based on real platforms

• New countermeasure design
� Potential partners

• French 
� Telecom ParisTech , SAGEM, LIP6, CEA,EMSE

• Japan
� Tohoku Univ. , AIST, UEC, Kobe Univ.
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THE END

MERCI POUR VOTRE ATTENTION
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ANR-JST Proposal

� High/low-level security simulators

• Simulation kernel

• Architecture-level simulator
• Gate-level simulator

� Evaluation based on real platforms
• New analysis theory and tool

• Measurements of EM radiation

• Understanding of information leak mechanizm
� New countermeasure design

• Symmetric block ciphers (AES, DES...)
• Asymmetric ciphers (RSA, ECC...)


